oaatasur

TRUSTED ICT PARTNER

MYBOX
WEB PORTAL USER GUID

Peprepinweg 96B, Wanica, Suriname
KKF 43967 DE SURINAAMSCHE BANK

+597 420 909
FINABANK

info@datasur.sr datasur.sr
.‘sVSTEMC.
SRD 27.15.783 £ USD 99.03.119 { EUR 99.03.178 § N
SRD 19.46.623 [{ USD 19.46.631 £ EUR 19.46.649 &
Paraaf:

3

\D NV 1
150 22301
ISO/IEC 27001

\ NowdS*


mailto:info@datasur.sr

o jatasur

TRUSTED ICT PARTNER

Contents
Y57 = T ) TSP P PRSPPI PRORTN 1
WED POITAl USEI GUIT ...ttt ettt bbbttt ettt bbbt e ene et s 1
100 1041 T ] o SR 4
MYBOX ClIENt AQENT SOTIWAIE .......cviiiieie ittt et st e e s beese e beane e besbeesesbeereerens 5
BrOWSET REQUITEIMIEINTS ...tttk b bbb et b e bt b e b b n et neare s 6
DIffErent SCOPE OF USEIS ....viiuiiiieciie et st et e st e e e e be e st e s besteesbesbeeseesbeaneetesteessesreeteesrens 6
QLI QLN 01 TS = o USSR 6
TRAM LSBT ...ttt ettt h e bbb e a e st e bt e bt ekt ee b e e eh e e e ARt e E e e ehe e ehe e eR bt e ARt e Rt e R e e nE e e eEneeRneenneenre e 7
Delegate AGMINISIIALON .. .....iiteeeieieiet ettt b bt bbb et e et et e e bt b et nb e n e e e eneareas 7
LT A L OO POTPRUPTRPR P 9
AANONYMIOUS USEBE ...tttk b et r ek e e s bt b e Rt s R e e e R e e R e e e b e eE e e b e sRees e e R e sRe e nenneannenreeneene s 9
[T 11 SRS 10
LT = T 01 S 11
Folder Legends in WED INTEITACE ........oiiiiiiiieiee et 14
THE WED INTEITACE ...t ettt b ettt b et et s e e eneans 16
NOIMAI WED POMAL VIBW ...ttt ettt st ettt se e be s neesbesteetesbeeneentesne e e e 17
Left Tree View and Right INTO PANEL .........cooiiiiiieicce e e 17
SWiItCh DEtWeen 1C0N AN LISE VIBW.....ccuiiiiiiiiicis sttt st st este st e aesteeneeneeas 18
(0T ] o] g I T=T 04T RS RSRSSSPR 19
(O3 12T 1 C= TN o] o[- SRS 20
ALLACH FOIAEr FOM CHIBNTS ...ttt ettt b ettt e eneene e 21
Renaming/Deleting FOIIRIS..........ciiiiiiie bbbttt sttt eneane s 23
o] Tor=To I T LTSy o] o [T OSSPSR 23
Upload USING LOCAI UPIOAUET ........c.oiuiiiiiiiitiieiieieee sttt ettt 25
Drag and DIOP UPIOAG .......c.oviuiiiiiieiiiieiieeiete ettt bbbttt bbbt b e 25
LoV 0] 0T Uo 1 T I T SR 27
S 4 L] L TSR P R TP TPRPTSPR 28
Sharing VS. PUBIISNING ..ottt 28
Sharing FIleS ANG FOIUBIS ........eiieie ettt e e et e s te et e e e s re e s besteaseestestaeaesreeneenrens 28
FIIE SNAIING ...t bbbt bbb bbb bbbt bbbt 28
0] (o L= ] 4T T T SR 32
REMOVING SNAES ...ttt bbb bbb bbb bbbttt b e bttt n et e 33
Accessing ‘Files/Folders Shared With M’ .........c.coiiiiiiiiiiciiii e 34
Peprepinweg 96B, Wanica, Suriname ../ +597 420 909 info@datasur.sr ¥ datasur.sr
KKF 43967 DE SURINAAMSCHE BANK ~ SRD 27.15.783 £ USD 99.03.119 fl EUR 99.03.178 “@\‘E’“STEM%%
FINABANK SRD 19.46.623 [ USD 19.46.631 [l EUR 19.46.649 f ’c;é
\ow )
Paraaf/ Initials: \ 022501 /

ISO/IEC 27001

Public



mailto:info@datasur.sr

o jatasur

TRUSTED ICT PARTNER

RTAT =] o = | PSSP 34
WWINAOWS CHIBNT ...ttt bbb bbbttt b e bRt b ekt s bbb et eneen e 35
N[0 €)o7 1A o] 1R 36
TENANT AGMINISITALON ....vitiitiiteieee bbbt b bbbt b b et et et e s e e bt et e st b et et e e e ebeans 37
(O LT Y g0 PP PSP 38
ACLIVE DIFECIOIY = LDAP ..ottt sttt ettt e s b e et e e be s ae et e s teetesbeete e besreenee e 39
ACHIVE DIFECIONY - REIMOLE ...ttt b b r e e e 39
o [0 I U OSSOSO 42
INBLIVE USEIS ...ttt stttk b bbb e Rt e Rt b e b e e Rt b e b e b e s e s e e b e e Rt e b e s b e s b st e e et et e neene e 43
Active DIrectory USErS TrOM LDAP ........oo ettt e 44
Active Directory USErs frOm SEIVEL AQENT ......ciiv ittt sttt te e eesteera e besre e e e 46
DIBIEBTING USEIS ...tttk b bbbttt b bt b bbb e st e bt e bt bt bbbt 46
MaNAGING USEE QUOLAS .....ccueeviiieiieiie et ete st ettt s s et e et esteebe et e s te et e s beeseesteeteesbesbeese e besseesbesbaeseesbeeseentesreeneenes 47
Managing USer CreaBNTIAIS .........cviiiiiiiiiteie ettt n e 47
BT LRI 0] (0[] O TTRTRSTSPR 49
SNATTNG SECUITLY ...ttt b bbbt bbbt h bt bt bbbt e e e e b ens 52
Preventing Users From Sharing ... 52
Protecting Shares BY ReQUITING LOGIN.......couiiiiiieiiiiisese ettt st st s eneeneanens 55
Peprepinweg 96B, Wanica, Suriname ../ +597 420 909 info@datasur.sr ¥ datasur.sr
KKF 43967 DE SURINAAMSCHE BANK ~ SRD 27.15.783 £ USD 99.03.119 fl EUR 99.03.178 ﬁ\‘s’mw%%
FINABANK SRD 19.46.623 [ USD 19.46.631 [l EUR 19.46.649 géf %
S = ¢
. \DNV / 3
Paraaf/ Initials: 022501

ISO/IEC 27001

Public



mailto:info@datasur.sr

Public

> jatasur

TRUSTED ICT PARTNER

WEB PORTAL USER GUIDE

INTRODUCTION

Welcome to the MyBox Web Portal User Guide. This guide describes web portal functionality for
users as well as administrators in MyBox.

MyBox helps businesses mobilize their file servers by enhancing existing Windows file servers
with secure remote acccess, mobile file sharing, data protection and cloud migration, while
addressing business concerns about security, privacy, compliance and control.

MyBox adds ransomware protection and automatic alert mechanism to your file servers. It
continously monitors all the MyBox clients for any unusual activity and will automatically shut
them down if it sees a possible attack.

MyBox removes any need for businesses to rely on a VPN or a company computer to securely
access files. With MyBox, data sprawl is eliminated as data stays on local file servers and mobile
productivity is balanced by centralized management and access controls.

MyBox natively integrates with Active Directory and maintains all the existing NTFS
permissions and there is no need to recreate any user identities. With military grade encryption
and secure connections, use existing users and permissions to save setup time and money. files
stay on local file servers and encrypted at the end point cache.

MyBox includes the backend MyBox server, which runs on Windows server platform, and front
end client applications for Microsoft Windows, Mac OSx, and mobile clients for the Android and
Apple iOS operating systems.

The Web portal is an important part of the solution for the following reasons:
« most of the management work is done on the web portal.

« downloading other native client agent softwares starts from the web portal.
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« web browser file manager have rich and responsive feature to manage files, sharing
and collaboration.
Other important features and functions of the web portal are also covered in this document.

The web portal user guide is updated for version 11.9.9226.48971

MYBOX CLIENT AGENT SOFTWARE

The MyBox Clients enable the use of MyBox services. Supported clients include:

o Desktop Client for Windows

o Desktop Client for Mac

e Server Agent for Windows Server (background sync)

e i0OS client for iPhone and iPad

e Android Client

« Windows Phone Client

« Windows Tablet Client

e Web Client (Internet Explorer, Chrome, Safari, Firefox, Opera and etc)
These clients allow native use of cloud storage on the corresponding device through a mapped
drive, file share or whatever mechanism is commonly used to access files. This makes it easy for
a user to access all their files with any device or share them with users of any device.

Each client tries to keep things familiar for the end user. For example, the server client integrates
cloud storage with file shares so that shared cloud folders can be easily published as file shares
with access controls that can be based on existing Active Directory identities and the desktop
client maintains a mapped drive view of the cloud storage which operates like any other drive on
the desktop.
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BROWSER REQUIREMENTS

The web portal runs inside compatible web browsers. We recommend using the following
web browsers.

o Google Chrome (Latest)
o Firefox (Latest)

o Safari (Latest)

o Windows Edge (Latest)
o Opera (Latest)

e Internet Explorer (11)

For administration work, the Web Portal doesn’t support Internet Explorer 8 any more.

Google Chrome and Firefox have self-update features so most of the time you are running
the latest version. It is OK if these web browser are not the latest versions, as long as they
were released after 2011.

For the best user experience, however, we recommend the latest version of web browsers.

DIFFERENT SCOPE OF USERS
TENANT ADMINISTRATOR

Tenant is a management scope that typically map to a company or a group of users that
collaborates on a set of documents. In MyBox, it is referred to as the Tenant Account as well.

On a per-tenant basis, you can create team users inside the tenant; you can setup Active Directory
connection per-tenant; you can setup team folder to share among users inside the tenant.

As a MyBox administrator, you can think of a tenant as a company, who is your client/customer,
which in turn may have some of its own users too.
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TEAM USER

Team user are users inside a tenant scope. They have credentials to login to MyBox. They are
regular users in a tenant that have home directory and storage quota assigned. If a tenant is a
company, the team user are employees in the company.

DELEGATE ADMINISTRATOR

A delegated administrator is a team user most of the time. However, delegated administrators can
be elevated to full tenant administrators by clicking on the “Manage Team Cloud” link. This link
is only visible if you are logged in as a Delegate Administrator. To create this type of
administrator follow these steps as Tenant Admin.

Logged in as Tenant Admin, you can delegate administrators through the Control Panel of the
Tenant Dashboard (1).

DASHBOARD > MY TENANT

16 il deyis) .

RN s .
Tenants p [ TE® = TENANT DASHBOARD - 164 KB/ Unlmited
i + O My TENANT ANT DASHIOA g B 4

EMANT PLAN WCCESS COMTROL REPORTS

5 COWTROL PANEL HOME >

e [T PANEL 5T T LSEF

TERANT BRANDING LR POLICY \SOESS POLICY

& g Q0 A B |gmeem
? _ @ E‘:f > | A Remote Active Directary +

— I p| Backend Storage b
- . Pt

| :] o ()

L [@2b] =1 Locol Stomge { & CentreStack

TENANT ADMINISTRATORS SETTINGSY

In the Tenant Administrators panel you can choose a user you want to add from the field upon
clicking the “Edit” option (2). Choose “Update” (3) when finished.

Tenant administrators can be removed by clearing the field given in the “Edit” option.
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= DASHEBOARD = MY TEMANT

Tenants + 1@ MY TENANT = TENANT DASHEOARD = CONTROL PANEL e 364 e Unkimited L

{2F My Tenant

I& CONTRUOL PANEL HOME > TENANT ADMINISTRATORS

Tenant Administrator Info

Clster Adin Edlit

acme1 2345 Eexample. oom Edit Reset Possword

Delegate Administrators:

Ermar S il = Lo She (eare §nd s 1 Gt cerer AT P e 1n (AR e

UPDATE AMCEL ‘\Ifl 2

Dolegote Adminiairgtors

i SRR b

DELEGATED ADMINISTRATORSY

When a team user (with delegate administrator assignment) logs in, there will be a “Manage
Team Cloud” link available (4).

ACME > FILE BROWSER MUANAGE TEAM ELE0D W (For Evatuaticn Unlicensed)

o 2 Aty files 4 i 5 @

e Al myfiles

Cacumeris @ Pictures

(i Quick access

f{ Wi B, RETLRN FOMY LD B (For Bvaimtion-Unlicersed)
o< Shared flesfolders B2 oy fles 5 i B @
[ Device backups
?-_B!T..v- Install Windows Clies ) oocimets @ — 1
(} T‘zﬁs‘;_.ﬂ'\_ ) [gj Test Foidar
s 1 5612
F—
[
MANAGE TEAM CLOUD ACCESST
And when the delegate administrator is finished managing the team cloud, they can return to their
normal File Browser view by clicking “Return To My Cloud” (5).
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GUEST USER

Guest user are users that have credentials to login to MyBox, but these users don’t have home
directory.

ANONYMOUS USER

If the public link and anonymous (no login required) sharing is enabled, users can use a link to
come to the web portal and see files and folders that are shared.

@. entrestack > FILE BROWSER

= Al my files

S0 Ouick access

'3':;' My favormes

B .
=, ‘Shared filesfolders
Mates [teswill be mecboded i the shanrg smail

—_
FI] Device backups ——

gl Install Windows Chient

Public Link

SCATINUE CANCEL

PUBLIC LINK
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LOGIN
Log in to MyBox

https://mybox.datasur.sr/portal/LoginPage.aspx

Your files are atways available in mybox

MyBox LOGIN
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FILE BROWSER

After you log in to the web portal, the file and folder view (1) will show important settings
and features that can be accessed by clicking the icons in the top right (2). The small
down arrow icon (3) allows you to choose different icon sizes or switch to a detailed list
view, which gives you access to more information about the files (4), such as versions.

CME > FILE BROWSER

“E @
BE Large lcon View et fhs
o B
{ar Ay files = == Medium leon View
@] Do 1 [
D Quick access Small lcon View h
';L/ My favnrites EE e1ag] List View
o) Shaved fies/folders
4
() Detvos backups f— -
LFR All iy Ties
& insatl Windows Chiem
L Name
| MICTHES
- ooEan jog

IMPORTANT SETTINGS AND FEATURESY

The small user icon (5) gives you access to template settings, connected devices, guest
users, notifications storage information, feedback, and client download options. You can
also change your password or logout.
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¥ (For Evaluation- Unlicensed)

@ Fallow Browser Locale @
]

Blue

[ My Devices
Pictures J:D

My Guest Users

g\_{)} Setlings

_ Encrypted Emails
SP& 2-Step Verification
@ Remcte Assistance
j Storage Usage Details
(]

Feedback

£ ol . _ :
@ O] Download and install desktop or server client

@ Change Password

Q) Logout acme12345@example com

TEMPLATE, DOWNLOAD AND OTHER SETTINGSY

The question icon (6) takes you to the Web Portal Tutorial. The stacked bar icon (7) is for
access to the Cluster Manager. The person icon (8) opens the user settings menu.
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¥ (For Evaluation- Unlicensed)

1131059

Refresh Current Folder /

Sort Ascending

Picturey

Sort Descending

Upload File

H B LS 2o

Reguest a File

New Folder

Create a Team Folder

New Microsoft Word Document
New Microsoft Excel Document

New Microsoft PowerPoint Document

d&EKRER

New Text Document

Show Deleted

& @l

Revert all deleted files under this folder

SETTINGS AND ICONSq

The icon with the encircled “i” (9) opens up an additional panel for additional information
and options, including sharing, downloading, and revision history. The icon with

squares (10) allows you to change how the files are displayed. The three stacked

dots (11) opens a menu for more options in the file manager.
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FOLDER LEGENDS IN WEB INTERFACE

There are many different folders in the web interface.
Here is a list of them.

Mounted Storage

This folder represents mounted/attached storage. For example, a mounted file server
network share or a connected Amazon S3 bucket will look like this.

Sync From Remote

This folder represents synchronization folders from remote PCs or Server Agents.

Received Shares
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This folder represents the root folder of all the shared files and folders from other users.

Regular Folder

This folder represents a single shared folder received from other users.

Team Folder

o],
dd

This folder represent a team folder that is published to users and viewed from the users
who received the team folder.

Version Control

{

Version folder represents folders that every files inside is under version control.

Note
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If a folder doesn’t have the version folder icon, doesn’t mean it is not a version folder.

As long as one of the parent folder is a version folder, everything inside is under version
control.

If the administrator setup the user as version control from the root, the team user may
not see the version folder icon either when version control is on by default.

THE WEB INTERFACE

The web client interface has three panels from left to right, the left tree panel, the middle
file and folder panel, and the right information panel. Many of the management
functionality are done over the web portal. The web client also has the files and folder’s

view.
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NORMAL WEB PORTAL VIEW

m ACME > FILE BROWSER fr @ |2

%8 ‘t @ E Places \/ TeamShare > '@ q \%

Beach_Photos city_pics Music

5 ltem(s), Total file size:323.3 KB

WEB PORTAL VIEWY{

LEFT TREE VIEW AND RIGHT INFO PANEL

The left-tree view can be toggled by clicking the tree icon (1). You can access the “Info
Panel” by either clicking the icon settings menu (2) at the top-right and selecting “Show/Hide
Info Panel for file/folder” text, or the Show/Hide button (3) on the bottom-right of the File

Browser window.
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ACME > FILE BROWSER

Q [ T
i @: e 1aring and Collaboration
e
a:: ~
(=] ——
E]
&
:rJ-:.
i 5760043
L .
ACCESSING SIDE PANELST
SWITCH BETWEEN ICON AND LIST VIEW
[ELD_‘ dt_ ‘Q:':"»' [ ) |[EF Places .  Teamshare ',?‘ (:)% i=i=)
Size Last Moaimiad
N 6649 KB Thursday, January ...
746.7 KB Thursday, January ..
3.7 MB Thursday, January ..
Beach_Photos pid
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14MB Thursday, January ..
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16 ivemis), Tonal file size:41.1 ME = = |':H
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When switched into list view, you get access to other icons such as version information (see inset
“List View Example).

COLOR THEMES

Users can customize their web portal theme by clicking the user settings icon (1) and then the
down-arrow icon (2). There are 12 pre-defined Color Themes and one custom theme option.

DASHBOARD

) m ACMF@ Follow Browsst Lossle 3 | o
M | 142.64 MB/ i e - !

8 Ry Guest Usert
O REPORTS | | TENANT B [:]_ Notifications

Steel Blue
S‘E Twe-Step Verifi 4
{ : ’ ] CONTROL PANEL | |USE 3] stoesge Usagef Lime Green s

_,lT_] Foedbuck Olive Green
TEAM FOLDERS —
L=

o

cal Active Directory Ve

Sky Blue

Orange Theme

Crange
csteckdel / cstack local / administ Pink
Red
Shared Work Space) > % Remote Active Director] gray +
5 WIN-ICEOLUZET3D Classic
- e " - Customized =
]
CUSTOMIZE YOUR WEB PORTAL THEME{
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CREATE FOLDERS

Folders Created in MyBox are Versioned Folders.

MyBox will maintain the version history of any files uploaded to versioned folders. From
MyBox, a user can download any previous versions of a file. From the MyBox Desktop/Server
Agent, a user can restore previous versions of files and recover deleted files.

To create a folder, go to the parent folder and click “New Folder” in the drop-down menu (1) or
right click in the folder background and choose “New Folder” (2) from the context menu.

ACME > FILE BROWSER

{3 Allmy fles - P )
[&8]  oocumerss 'z
(5 Quick access J,:
",:i My Tavorites 2
o2 Shared files/folders 3 B - —
E’ Devioe backups - LE oad Fie
I In=tall Windows Client I_TH Ne [m
=
= Creane & Tesm Folder
(s L it
%} iam eumel TL% Mew Microsclt Word Dooument
B o
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CREATING FOLDERST
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ATTACH FOLDER FROM CLIENTS

If you have the Windows Client installed, can also Attach a Local Folder from this client.

i | =l - O *
Home Share View & o
I:| TH Preview pane Extra large icons [&| Large icons I [ ] Group by ~ [ item check boxes P ]
Medium icons [ Small icons - = [T Add columns ~ [w] File name extensions
Mavigation = . — N _ Sort lide selected Options
pagr:w < (= Details pane EE List T by~ Open items pv
Panes Layout Open in new window
« v A ia v ThisPC » Windows (C) » Pin to Quick access v Oy Search Wi.. ©
0 Brackets project
> ; Downleads A [ Name @ pen s Brac press Size ]
. Browse in Adobe Bridge CC 2018
> Music msdiag0.dll . 884 KB
. Give access to >
» [E] Pictures WE Wont see this i i
Restore previous versions
> m Videos attachedBylocallack o i
) 7 send via AirDroid
3 i, Windows (C) Program Files
s — RECOVERY (D) Program Files (x36) @ Combine files in Acrobat...
5 IS'IEIL SDHC (F) ProgramData Include in library >
Windows .
> g My Cloud Drive (M) e I S
» == Installers (\\WALTERDESKTOP) ( | user folder ﬁ © Attach this Folder to ACME
» mm Gladinet Docs (\WALTERDESKT Windows.old Forilm >
> ¢ Libraries Perflogs Cut
inetpub z
o
v 5B SDHC (F) Users il
AVE_INFO v Intel Create shorteut ”
28 items 1 item selected Delete f==| =1
Rename
Properties
e —

These folders are the local folders from the local PC/Mac that MyBox users have attached to
MyBox. Once a local folder is attached, a user can immediately access it in MyBox. MyBox will
maintain the version history of files in the attached local folder. The local folder is also being

synchronized with MyBox (“cloud side™).
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I\ ACME > FiLE BROWSER
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RENAMING/DELETING FOLDERS

Renaming and deleting files and folders can be achieved by right-clicking the file in the “File
Browser” and selecting the appropriate context-menu item or using the small icons in the Detailed
View bar of the selected item.

ACME > FILE BROWSER

Ay files
Ay MEm eTEinn Size Ty Laat Modfied
(5 Quick access thitor
‘5:{ Wy favorites J lil] 1 17-40r48 A
" Shared files/folders 20
o 1 | LS P
[E] Device backups
[ install Windews Client ¥ laa]  covanjor 161834 F)

T, Storage
= SRANE,

RENAMING FILEST

UPLOAD FILES/FOLDERS

In MyBox, you have different options to upload files and folders. You can upload one file at a
time using the ‘Upload File’ option under Upload You can also upload folders using the ‘Upload
Folder’ option under Upload. Last but not least you can also use ‘Upload Folders and Files’ to
upload multiple files simultaneously, or drag & drop files from a local desktop to the MyBox
Cloud web portal to start the upload.

It is possible to upload multiple files at a time. This is supported on all browsers. The same is true

for Upload Folder. To access these options you can click the “+” icon (1) or right click on the
portal background (2) and select your upload option there.
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ACME > FILE BROWSER
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UPLOADING FILES AND FOLDERSY

After clicking the upload option, you can browse to the file or folder you want to upload. Use the

Ctrl key to select multiple items.

[ Open
“ v » This PC » Downloads » old files » v Search old files 2
Organize « Mew folder =~ [ @
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[/ Pictures ﬁj Brackets.Release.1.11.msi 12/5/2017 1201 PM Windows Installer ... 70,208 KB
B videos v buglist4939 (1).xdsx 1/2/201810:12 AM Microsoft Excel W... 12 KB
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I Open | | Cancel |
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UPLOAD USING LOCAL UPLOADER
(This is Windows only feature) When uploading big files and big folders, the “upload using local

uploader” may be the best option for web browser based upload. If it is enabled by the Tenant
Manager (deselected) (1) in the Group Policy Home > Web Portal settings. Clicking this

option (2) will download a thin local uploader binary first and then the local uploader will do the
upload. The local uploader has retry and other reliability measures to make sure the upload is
successful. Basically it uses the web browser to download an executable, and the executable does
the rest of the uploading work.

ACME = FILE BROWSER

=]
a S All oy fikes

{?\‘ i nw Mg Cooumeras

Sort Descanding
{E) Ouick access Rt

Uplcar File

'}‘k My favorites
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e Shared fiesffolders

Bl S 20
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—
:E_‘: Device hackups pe—

@- Install Windows Client

Disabée foldar downioad from web client
When enabled, the functonality of dawnloading a fokMsgas @ 2in e from the

b chent wil bediaahbled

Disable Search

Rewert all detetes | Web Browser - Disable Local Uploader

T a

ENABLE “UPLOAD USING LOCAL UPLOADER” OPTIONY

DRAG AND DROP UPLOAD

Latest web browsers that support HTMLS drag and drop upload will see “Drop Files Here” in an
empty folder. These web browsers allow you to drag & drop multiple files directly to the MyBox
Cloud. In latest Google Chrome, Drag and drop folder is also supported while the other HTML5

based web browser support drag and drop multiple files.
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ACME > FILE BROWSER
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DOWNLOADING FILES

There are several ways to download files in MyBox:

If you select a file in the “File Browser” you can use the download icon (1) in the top bar. You
can also right-click a file and choose download (2) from the context menu. If you are in the
“Detailed View” (3) you can select a file and download it in the same manner as in the icon view.

ACME > FILE BROWSER

[x] =y 1 - 0 = =
Q, B Ay les A O 2 ¥02 B @
@2 Open with Default Viswer
{2y Al files
(@ Ouick access 1
ﬁ Iy favorites
:(g Shared filesfolders
Tieriie wilzn e Ty
= [E&] neeimecr /3
= [EE] Peuses 4
- @ e 2 o 16 ES (=
L] Deiete
acean jpg - Version: 2
C)’\ Tags
File Time Stamp Update Tame Operation Udater Size: +
e
B4 Favorite
o 70 days g 10 days ago
o Chara My CHster AN [aEme] 2345 euamgie com] &
o Share 2 (0GB 181820 {06/29/2020 121K iy aszter Adein [acme] 2345Eekample com) 31538
& public Ling
Pubhe Link 0 Yo
4 e SRR Madify Cllster ddein facmel 2045 avammacem) 35363 & xC
= (Q6ZR2021 181834 AD6/EAI2021 IEIEIT
[ Cony Direct URL

DOWNLOAD FILE OPTIONST

If your are in “Detailed View” (3) any files with previous versions will show a number in the
selected bar (e.g. “V2”) (4) that you may click to open a list of all of the versions of that file.
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SHARING
SHARING VS. PUBLISHING

There are two ways to share files and folders in MyBox — publishing and sharing.

o Publishing:

Only available for the administrator who can share any tenant-wide folder. It will only
work with team-users in a specific MyBox account (tenant account). Publishing a team
folder can’t go outside of the tenant scope.

e Sharing:

Both the administrator and team-users can share files with anyone that has an email
address. The recipient of the share will get an email with a link to open the folder or
download the file. If the email recipient is also a MyBox Cloud user, he/she can access
the shared file or folder directly from MyBox.

Administrators can prevent team-users from sharing if needed.
SHARING FILES AND FOLDERS

FILE SHARING
To share a file, click it and select the Share icon (1)revealed in the header of the file. You can also

right click the file and select Share (2) in the context menu. Once the file is selected, if the right
panel is open(click the encircled “i” button), there is a Share link (3) there as well.
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[u] Copy Dirsct LR

Activities More Info

After clicking ‘Share’ above, in ‘Invite People’ window, click the email field (4) and enter email

addresses seperated by semicolons (;) for anyone that needs access to the file. You can also add
notes (5) if required. Click CONTINUE (6).
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Share -ocean.jpg %

Invite People : (Email Address, separated by ;')

abc@example.com 4 ¥

Notes (text will be included in the sharing email)

testtest 123
5

<& &2 6 CONTINUE CANCEL

INVITE PEOPLE TO YOUR SHARE(

On the second share window you have access to the share options panel where you can make
important decisions such as how long you want the share to be active and how much control you

want to give the user (e.g., read only, full control access). You can also make this share available
to the public by get
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Share -ocean.jpg
Expires in: 7 Days @

® View/ Read-Only Access O view only (download will be disabled)

O Download Only O Edit / Full-Control Access
O No Protection *
O Password for access *

[] send share password in a separate email

[ one-time password O System generated password
® Recipient must log in to access

* Not applicable to registered accounts

[ send email netification when file is downloaded

[ send email notification when file is uploaded
D Notify user when file/folder is changed

D Do not send email, | will notify user

The following users will have guest accounts created for them: abc@example.com

BACK SHARE GET LINK CANCEL

SHARE OPTIONS PANELY

“Shared Items” option

You can access previously shared items by clicking the share icon (2) on a folder of file. Other
shares can be accessed by opening the right panel (1) and clicking the edit button (3) next to the
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CME > FILE BROWSER
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ACCESSING SHARED ITEMS SETTINGS{

FOLDER SHARING

In this example, the icon view has been changed to detailed view (1) of the files in this folder. To
share a folder, mouse-over it and select the Share icon (2) in its row. You can also right click the
file and select ‘Share’ in the context menu.
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REMOVING SHARES

During share setup, a user can define its expiration date. Once the share expires, other users will
no longer be able to access the shares.
Users can also delete the share manually. First go to the Drive Root (1).

To delete a user’s access to a share, open the right panel click the “Manage” icon (2) on shared

items. In the next panel choose the item you wish to modify, then in the pop-up window, click the
Delete icon (3) to remove this user’s permission from the share.
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i e ] 1 Team Falder(s)

# +

Documents

lJ(;‘ 1 Shared item(s)
Pictures g

Securely send links of files and ol

olders to share with p

’k‘qgﬁhdrmi with the following people

The browser-based file explorer provides m

the basic functionality. Fora
User Email

A/ < O B
Full Control Expiration
someuser123@ma.. Tn

Download Notification Change Notification Notify User
ue 6 Day(s) 23 Hour(s) ﬁ L//‘P bl @
1
3 ltemis), Toral file size:0 bytes w@ &‘ @ = IE‘ @ E [:H
DELETING A USER’S PERMISSIONT
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ACCESSING ‘FILES/FOLDERS SHARED WITH MFE’

When a file or folder is shared with the user, he/she will get an email. The link in the email can be
used to open the file or folder.

If the user has a MyBox account with the given email address, the shared files and folders will
appear under the ‘Files shared with me’ folder, in both the MyBox Web Portal and MyBox
Desktop App.

WEB PORTAL

You can access shared files by clicking the “Shared files/folders” button in the “File Browser”
view of the Web Portal.

ACME > FILE BROWSER

{2 Ay files

(&> Quick access

T My favodtes
o shared filelifokders

[E] Device backups

B Install Windows Client

WEB PORTAL SHARED FILES LOCATION{
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WINDOWS CLIENT

In the Windows Client you can access shared files by using windows explorer to navigate to the
Cloud Drive (1) where you will find any shared files listed (2) with information about who shared

(3) the file with you.
| 9 = | M:\Files shared with me O *
Home Share View ®
o Cut =T T Mew item = i4 Open FH select an
o i _: u Wit Copy path “J = x ) '[ 1] Easy access = @ ] Edit 11 Select none
Pmat:cg:”d( tepy, sl u Paste shortcut I.'tl,;ll :l;|.-5- DerEte fErame fl:m':r Propfr‘tles History r_"ﬁ'ln\rert selection
Clipboard Organize Mew Open Select
<« v » This PC » My Cloud Drive (M:) » Files shared with me v D Search Fil.. @
> ) Music A [ Name » Date modified Type Size
> [ Pictures [ [Shared by jdoes7@mailinator.com)|Sample Text File.rtf 12/14/2017 12:53 PM Rich Text Document 4K8
> B Videos
> e Windows (C)
> o= RECOVERY (D:)
> B0 SDHC ()
v s My Cloud Drive (M) ‘_o
Documents
Files shared with me
Pictures
> TeamShare (Team Folder)
> w= |nstallers (AWVALTERDESKTOPR) (
WINDOWS CLIENT SHARED FILES LOCATIONT
If the user has write permission to the folder shared, he can modify the files in the folder.
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NOTIFICATIONS

Subscribing To Change Notifications For Team Folders

Users can subscribe change notifications for Team Folders. Once subscribed, whenever a
file or folder is changed in the team folder, the user will get an email with a list of
changes. This notification only applies when the change is done by other users. It will not
send out the notification email when the changes are done by the user himself/herself.

Visit the settings of the files page. Then go to the “Folder Change Subscriptions” tab, and
click the “+” icon. This will lead to a menu that shows which folders the user is subscribed
to, and offers the ability to change whether they want to be notified of changes or not.

ACME = FILE BROWSER

[ 2 & Follaw Brawser Locale
Q ES All my files

=0

IjCC\a Cocuments [?_i\j Pictunes L D v

Wty GuiasT Usérs

{53 Mlmy files

E) Quick access

T My favorites

7 Shared files/folders

B Ercnpred Emals

G 25t veificstian

£ Reneefesistance

[E] Devics backups

E. Install Windows Client ¥

E=

(@ srosnesage Detaits

[1] Feedback

£ Storage 3 =
5 KE af Leimted 4 [fi Derwricad and instail deskton ar serer cliens

{3 foes, 7 Mok - 6T KB

:'g] Change Passward

C_\ Logout sornet 2345 Heample com

ACTIVATE FOLDER NOTIFICATIONS
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TENANT ADMINISTRATOR

Please reference the Admin Guide for full documentation of the tenant administration.
Here we will go over several commonly touched areas for tenant administrators.

After you enter the “management console”, you will be in the dashboard. When you are

at the dashboard, you can access the tenant by clicking on the desired tenant from the
options.

DASHBOARD

# o\ ope P O I E
/\ \a) | e ] oy == [

O
r1)

|

10

0.6

Under Management Console, an admin can configure storage, monitor shared objects,
create and manage team folders, manage users, configure granular group policies, add

new tenant administrators, look at different reports, and under advanced configure AD
etc.

The top two objects to manage are users (1) and folders (2). If you are using an Active

Directory for importing users and permissions you can connect to your Active Directory
by clicking the wrench icon (3).
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DASHBOARD > MY TENANT

16 whal day(o) ot Y

Tenants + @ MY TENANT = TENANT DASHROARD § 3.6% KR/ Uniimitod (-‘\
1sr My Tenant
TENANT PLAN ACCE INTRL ¥ HORTE
22, Users 1>
E ITBR | ROUP POLK |
CONTROL PANEL USEFR GUEST USERS IF
d— O O O TEAM FOLDER
A N XN N ‘ 3 %
Add New User Cluster Admin CSAOmMIn Test acme
juaed y Directs
¢ +
[£&] Team Folders (Shared WorkSpaces) 2 P Bmoiene e Director

ocal Storage [ o \oentreStack

|
|
TIHOTE:
. Backend Storage 4
P > ©
Creat T TEgE 1 Folder
@ s ‘

MANAGE USERS AND FILESY

USER MANAGER

You can access the user manager by clicking one of these three items in the Management
Console.

= DASHBOARD

o Q- X
99, Users g ~ ||| ACME o
) —v 142 64 MB/100(GE) O
2’:— + O O O O O REPORTS [ TEMANT BRANDING [GROUP POLICY
= (w\] (W\l (w\l I/% m ONTROL FAMEL | | USERS| | GUEST USERS| |{GROUPS| |[ROLES
i v Lz | Loesl Jack 1
TEAM FOLDERS
[££] Team Folders (Shared Work Space) > 7
e
52 i | |
ACCESSING THE USER MANAGERq
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ACTIVE DIRECTORY - LDAP

In the AD Settings view you can add your local settings. Click Edit (1), then select “Enable
Active Directory Integration” (2).

DASHBOARD > MY TENANT 28 trial cliy(s) ent, W
Tenants + @ MY TENANT = TENANT DASHBEOARD = AD SETTINGS §
125 My Tenznt 1. AD Server Advanced Settings

2 M Enable Active Directory Integration

CANCEL APPLY

b Enable Active Diwcony Irtegration

Inmain Contreileror | A1 Srrver Address [myost3EY)
“etackdol

User neme (usec to conrect to your Active D ectary Serdce)
admin@cstace coal

HasswaT

CONNECTING TO ACTIVE DIRECTORY (AD)1

This gives you access to all the settings fields and the Advanced Settings Tab (3). Once
you have filled in the settings with an Administrator User account from your Active
Directory, click APPLY to accept your changes.

ACTIVE DIRECTORY - REMOTE

If the users are coming from remote locations, away from the MyBox server (so it is not in
the same Local Area Network), the first step to take is to install the “server agent”
software on a remote file server, as long as the file server is in the same remote Active
Directory domain. Log into MyBox from your File Server and download your Server Agent
client. You can access this by clicking the (+) icon. Once this is setup on your File Server,
MyBox can access it to connect to your Remote Active Directory.
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Local Active Directory 7~
user3

é . Local Active Directory Service is not configured. If you have Active Directary
loezl to the CentreStack server, Configure Now.

Remote Active Directory T

| If you have Active Directory in ramote locations (not directly accessible from
E = CentreStack server), you will need to install the server agenton 2 box thatis in

the domain, click '+ to download.

Level 3 Projec...hareSA

ACCESS YOUR SERVER AGENT CLIENT

= DASHBOARD > MY TENANT

enants 4 ‘! MY TENANT > TENANT DASHBOARD 3

[2r oy Tenant
Download Server Agent

Runs as a windows service. Operates with your storage account as a cloud file server or used as proxy agent to
migrate your existing file sesrver or active directory users.

Legacy Servers Windows Server Windows Server

\ 2003/2008 2012 2016/2019

& Server Agent Installer 1263206 51738

DOWNLOAD AND INSTALLY
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‘=

“Server Agent” software can import remote file server network sha

Public

re, and also import

remote Active Directory users. Once Server Agent is installed and setup in remote
location, the tenant administrator can use the Client Management Console “Migrate CIFS
Shares” and “Migrate Users” (1) to import shares and users from Active Directory. Other

actions are availible through the dropdown menu (2).

Client Management Console

WIN-JCBILU2673Q ~ | = DEVICE INFO MIGRATE CIFS SHARES MIGRATE USERS Connected
> REFRESH
Name Local Folder
1 SA Share C:\SA Share Migrate
2 ADMINS WIN-JCB9LU2673Q ~ > DEVICE INFO MIGRATE CIFS SHARES Migrate
'_ iy
| &
Device Info CIFS Shares Lecal File Lock Attached Folders
= & 2 €5
tiline Folders Locked Files Pending Check-ins Setiings
=
2
Task Manager Diagnostic
MIGRATE SHARES AND USERS{
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ADD USERS

You can add users from within the User Manager or simply click the Add New User
button to open the “Sources of New User” panel. In that panel you have several options:
add a Native User, Batch Create Users, import Active Directory users and permissions,

and if you have Server Agents actively connected, you will also see those servers listed
here as well.

DASHBOARD > MANAGE USERS

22, Users I ACME

| 142.64 MB/100(GB) Q,

O + O O REPORTS| | TENANT BRANDING | |GRI
@ @ @ CONTROL PANEL | |USERS| |GUEST U

. | o - S
ew User John Doe Local Jane

Sources of New User

2 B2 A A

L=}
Native User Batch create cstack local WIN-
W JCBOLU2673Q

ADDING USERSY

Native User

Native user refers to MyBox user that is not related to any Active Directory.
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Batch create users

These are native users in a comma separated file that can be paste into a text area so the
users can be batch created.

Active Directory

Active Directory means users from Local Area Network (LAN) that is in the same network
as the MyBox server.

Server-Agent-Name

If you already have the “Server Agent” installed and the server agent is actively connected
to MyBox, you will also see the server agents listed by name in the Add User page.

NATIVE USERS

When a new user is created, the administrator will specify the amount of cloud storage
that the new user is allowed to use. The email address will send a welcome email to the
new user and will serve as his/her username.

DASHEOARD = MY TENANT

27 trinl day(s} et B

ﬂ;? ° =
Tenants + [ MY TENANT = TENANT DASHEOARD = ADD NEW USER 2 364 KB Unlimited

{=F My Tenant

Please Enter User Information:

mal CuolaiGE)

CONTINLIE CANCEL
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ADDING A NATIVE USER{

When quota is left as zero, it means no limitation until the tenant quota limit is hit.
ACTIVE DIRECTORY USERS FROM LDAP

If the Active Directory (LDAP) is not already configured, you will need to configure it first.
Click the wrench icon in the right Local Active Directory panel to access the settings.

AD Server | Advanced Settings o
ce) G
<! Enable Active Directory Integration
DING | GROUP POLICY
Domain Centroller or LDAP Server Address (myhost:389) cstackdal
User name (used to connect to your Active Directory Service) (aciminéstrazor@csiack kzcal) GUEST USERS| GROUPS| ROLES
i -
b AD Server | Advanced Settings
Local Active Directory ~
(o]e)
Friendly Domain Name (ie o [uma'} . |
rmydomain.com, the domain cstackdc / cstack local / administrator@cstack local
name you see in Active
Directary tools)
~t 1 ™
Enable LDAPS for secure access /\  Remote Active Directory ok
i~
Only include users and groups from the following Organizational Units {e.g. OU=cu] OU=0uZ. L eave this blank o include all OUs) =

WIN-JCBOLUZE73D

Switching to Global Ca

talag If needed

d Groups (Enabling it may sfow down your access 1o cloud)

This is the reot of the AD Forest and contsins multipe sub-domains(’ Discover damain controller IP at runtime}

Don't allow user auto-creation
Publish user's home drive

When unchecked, the user hame drive space will be aliocated from enterprise storage. When checked, existing user home dnives will be
autematiczlly pubiished from Active Directory.

CONFIGURE YOUR ACTIVE DIRECTORY SETTINGS{

If the Active Directory (LDAP) is already configured, you will see the Active Directory
name at the bottom of the AD icon in the “Add User” view.

Add Active Directory Users where those users are from local area network.
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DASHBOARD > ADD USERS

Sources of New User X

00
@O aa /00\ 7

k]
Native User Baich create users cstack.local WIN-JCBOLU2673Q
3 * QN
Full Name Email o~
3 Alice alice@cstack local v
4 Bob bob@cstack local 7
5 Manager 1 manager] @cstack local [
6 Manager 2 managerZ@cstack local v
7 TCuser] Test teuserl.test@cstack local s
1 trGrpAdmin GROUP v
2 trGrpUser GROUP v
Queue Selected Users BACK CONTINUE CANCEL

ADDING ACTIVE DIRECTORY USERSY

After the Active Directory is configured, you can use the Add User wizard to import
Active Directory users into MyBox.

For best practice, you will only configure Active Directory via LDAP if the file server is
also local in the same network as the Active Directory server.
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ACTIVE DIRECTORY USERS FROM SERVER AGENT

When the Server Agent is available and connects to the specific tenant in MyBox, the
Server Agent will show up with the server’'s name at the bottom of the icon.

Click through the Server Agent icon, you will see the “Add User” wizard and complete the

wizard to add users. This is very similar to the add AD user from local LDAP process
above.

Note

When the Active Directory is at a remote location, not directly connected to MyBox
server, Server Agent can be used to facilitate the communication. Server Agent doesn’t
need to be installed directly on a remote Active Directory server, the Server Agent needs
to be installed on a remote file server that is part of the remote Active Directory domain.
DELETING USERS

When a user leaves the team, administrators can delete the user’s login. Just click the
Delete icon in ‘User Manager’ window.

DASHBOARD > MY TENANT

Tenants + @ MY TENANT = USER MANAGER § 364 KB/Uniimitsa L
(&) My Tenant E]- &" 58 - Q (For3 uzera fourd) x
Full Name Type Storage Usage Last Login 2FA- Actiy
. Mative User 3.64 KB IT02/2021 111330 No 'CG @ @
ESAdmin Provied AT User Byles O7/01/2021 133320 T 28
.E:-:-\;_?c;.l-:':|r.r:1_:-—.r-.':|m\-ﬂ'." i ot i il £ 2 f @
Delete User
DELETING A USER
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MANAGING USER QUOTAS

Administrators can assign a quota to each user. A user will not be allowed to upload files
to MyBox once their quota has been reached.

If the quota is O for the user, there is no limit on how much storage the user can use.

Click the ‘Management Console’ and select ‘User Manager’. Click the “Manage User”
menu on a user to manage and select “Set Quota”.

DASHBOARD = MY TENANT

Tenants + @ MY TENANT > USER MANAGER § 3,64 KB/ Untimited 0,
1,0} My Tenant & &% 55 v CL T or 2 users found | %
Full Mame Type Slorage Usage Last Login 2FA Acti
hative Liger 364 KE D7/02/2021 11:13:30 Mo G E®
CEadmin Provied AD User [ Bytes 07/ /2027 137520 Mo M ﬁ G f @ @ |
caadming@ithciisvi? 1
o /
” 4 TR e | TRAMFEk | Starmge |Sakes | Tivisss e Chiscis | Trvens 1
Sl MY IENANI - USCR MANAGER > CSADMINGTTICITSVG2 &
S r— B [
SRHEAI N B AR Aceaut Informalion | Sroups | Team Folders Storage |Roes | Devices | Shared Ohlects | Tokens 1E]l] -
* S
i &
faal
EDITING STORAGE QUOTAY
MANAGING USER CREDENTIALS
Admins can change user passwords and login emails, if needed.
e Click ‘Management Console’ and select ‘User Manager’
e Click the “manage user” menu icon in the user block
o After that, can use “Reset Password” link to help the user.
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DASHBOARD > MY TENANT

| o
enants + @ MY TENANT = USER MANAGER > ACME|234@EXAMPLECOM 2

364 KB Uniimitea 4
A8 W Tenant

Account Information | Groups | Team Folders | Storege | Roles | Devices | Shared Objects | Tokens g

O EDIT
£

Test Acme (Created: 07/02/2021 13:40:38) EDIT
acme] 234@example.com EDIT RESET PASSWORD RESEND WELCOME EMAIL
Useris allowed to acoess

SUSFEND
Mative user

CONVERT TO AD USER CONVERT TO PROXIED AD USER

RESET USER PASSWORD{

After changing the login password, an email will be sent to notify the user of the change.
Admins can choose to include the new password in the email, or exclude the new

password from the email. If the password is not included, the admin will need to convey
the new password to the user in some other way.
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When either the email or password is changed, please update the corresponding login
credentials in the MyBox Cloud Desktop or Cloud Server.

This only applies to a native MyBox user. If you have Active Directory users, you will
need to manage user’s credential the Active Directory way.

TEAM FOLDERS

Adding files and folders can be accomplished by clicking “Create Team Folder”. Once
the “Team Folder Storage Locations” view opens you can choose from many options:
Existing Tenant Storage, File Servers in Local Area Network, Remote File Servers or Cloud

Storage.
= DASHBOARD > ACME > TENANT DASHBOARD » = JHE-S
&2 Users > ’ A ACME =

176.05 MB/100(GB) Q,

O + O O o O O TEMANT PLAN | ACCESS CONTROL | | REPORTS
@ r/%l m m\l (%] m TEMANT BRANDING

GRQOUP POLICY | | CONTROL PAMNEL

USERS| |GUEST USERS |GROUPS | |ROLES| | TEAM FOLDERS

Team Folders (Shared Work Space) 2 g, 'LoesAde Dirctoy i
fa ) =
Team Folder Storage Locationg®=="= X
o+
@ Existing Tenant Storage
] @ File Servers in Local Area Network E @ @ a3
@ Remate File Servers @
@ Cloud Storage
WAYS TO ADD STORAGE LOCATIONST
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File Servers

If you have an existing file server in the Local Area Network (LAN), you can import the
network share directly to MyBox (1). Under Remote File Servers, you can install the
Server Agent client (2) and access your file server remotely.

Download Server Agent X

Runs as a windows service. Operates with your storage account as a cloud file server or used as proxy agent to
migrate your existing file server or active directory users.

N
Ay uH i ]
Ay wm um
Legacy Servers Windows Server Windows Server
\ 2003/2008 2012 2016/2019
¥ Server Agent Installer 12.5.3206.51738 g
CLOSE

ADDING REMOTE FILESY

Note
The Server Agent is only required when the remote file server doesn’t have direct LAN (local area network) access

to MyBox. The Server Agent will be used in this case to facilitate communication
between the MyBox server to the remote file server.

MyBox enables the creation of team folders which are owned by the administrator and
published to other MyBox users.

Once a folder is published, it is displayed as a team folder to the users who have access
permissions. Users can access these folders from MyBox Web or other client agents. The

published folder will appear under the user’s root folder, and its name will be appended
with “(Team Folder)”.
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Q -_'-‘_'5 Ay flles § E;] |;°
{E"‘ Ay e Hame Verson Sire Type Last Madified
B Ouick access
T My favorites (8 'j Decurmerts 722021 14038 PM
1 My Folders + E& ik Ay
L.:_, My team folders
-1:'. shared files/folders L i Fictures 7422021 TADIE PM
[FT] Devics backups F

O |52 est Felder (Tearn Feldsr) 7/9/2091 61827 P

{5 install Windows Client T

Different upload methods may have different advantage and disadvantage on different
web browsers and different web browser configuration, such as whether it is HTML5
enabled, Java enabled or Flash enabled.

By default, only one upload method was exposed in the web user interface. However, the
tenant administrator, based on the kind of web browser the company is using and the
kind of configuration the web browser has, can decide which upload method to expose to
the end user (Team User).

Below is the Group Policy->Client Control->Web Portal setting administrator can control.
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UPLOADER METHOD OPTIONSq
Web Browser - Disable Java Uploader

Deselect this if your companies’ desktop system web browsers use a Java Uploader.
Web Browser - Disable Flash Uploader

Deselect this if your company uses browsers that require Flash uploader functionality.
Web Browser - Disable Local Uploader

Deselect this if your company allows the use of a local executable to upload files.

SHARING SECURITY
PREVENTING USERS FROM SHARING

Sometimes for security reasons, users should not be allowed to share files/folders.
There are two types of files and folders a user can access.

o User’s own folders, including versioned folders and attached local folders from
the user’s desktop.
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When an administrator creates new users, he/she can disable sharing home directory

content with external party, to prevent the newly created user from sharing his/her own
files and folders.

= DASHBOARD > MY TENANT

21 wigl doylo) len.
°
enants + MY TENANT > USER MANAGER 3
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Manage User < Vignace Lises
Cluster Admin Disable User {orme Storage
ome! Z345B el ocom

Delete User

Token Manager
e

Test Acme

Sure1 234 Eeampiacan

MANAGE USER SETTINGSY{

In the Manage User panel use the drop-down menu (4) to access the “Storage” settings

(5). Once you are in the Storage View you can select (6) the “Disable team-user share
home directory content externally” option.
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DISABLE EXTERNAL SHARINGY

When publishing a team folder, administrator can check ‘Disable further sharing’, to
prevent users from sharing anything in the team folder. You can access this setting after

choosing your storage location. Click the “Create Team Folder” icon (1) and select your
storage type (2), then select the “Disable further sharing” option (3).

Peprepinweg 96B, Wanica, Suriname +597 420 909 info@datasur.sr datasur.sr
KKF 43967 DE SURINAAMSCHE BANK ~ SRD 27.15.783 [ USD 99.03.119  EUR 99.03.178
FINABANK SRD 19.46.623 [{ USD 19.46.631 £ EUR 19.46.649

§ et
Paraaf/ Initials:

\DNV/ 54

180 22301
ISO/IEC 27001


mailto:info@datasur.sr
https://cdn.centrestack.com/mobi5/web/library/user-web/chapter11.html#id21

Public

> Jatasur

TRUSTED ICT PARTNER

= DASHBOARD > ACME > TENANT DASHBOARD ¥

New Team Folder

&2 Users

g+ O O d .
&

Add New User John Doe Local Jane Local

Team Folder Stq -

Team Folders (Sh

E3j
eate Team =

BACK CREATE CANCEL
Cr TeamShare
o = ko iy
(),J File Servers in Local Area Network F\ @ @ & K
(3) Remote File Servers [F>
() Cloud Storage

DISABLE FURTHER SHARINGY

PROTECTING SHARES BY REQUIRING LOGIN

When a user shares a file or folder, MyBox will generate a URL. By default, anyone can
use the URL to access the share.

Administrators can protect shares by requiring login credentials. Once enabled, when a
user accesses the share URL, he /she will be prompted to login to the MyBox Cloud. After
login, the user can view the file/folder shared with him/her under ‘Files shared with me’.

To access this setting use the drop-down menu (1) and in the “Group Policy -> Sharing”
(2) panel, select the “...user must login to his/her account...” setting.
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SECURING SHARED FILES AND FOLDERS
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